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Overview	(2	Lectures)

• Part	I:	Introduction
–Why	artificial	immune	systems?
– The	immune	system

• Part	II:	Artificial	Immune	Systems
– The	generic	AIS	framework
– Negative	Selection
– Clonal	Selection
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Why	Mimic	the	Immune	System?
• Recognition
– Anomaly	detection
– Noise	tolerance

• Robustness
• Feature	extraction
• Reinforcement	learning
• Memory
• Distributed
• Multi-layered
• Adaptive
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Figure -1. Pictorial representation of the essence of the acquired immune system mechanism 

(taken from de Castro and van Zuben (1999): I-II show the invade entering the body and 

activating T-Cells, which then in IV activate the B-cells, V is the antigen matching, VI the 

antibody production and VII the antigen’s destruction. 

 

 As mentioned above, the human body is protected against foreign 

invaders by a multi-layered system. The immune system is composed of 

physical barriers such as the skin and respiratory system; physiological 

barriers such as destructive enzymes and stomach acids; and the immune 

system, which has can be broadly divided under two heads – Innate (non-

specific) Immunity and Adaptive (specific) Immunity, which are inter-linked 

and influence each other. The Adaptive Immunity again is subdivided under 

two heads – Humoral Immunity and Cell Mediated Immunity. 

 

Innate Immunity: The Innate Immunity is present at birth. Physiological 

conditions such as pH, temperature and chemical mediators provide 

inappropriate living conditions for foreign organisms. Also microorganisms 

are coated with antibodies and/or complement products (opsonization) so 

that they are easily recognized. Extracellular material is then ingested by 

macrophages by a process called phagocytosis. Also TDH Cells influences 
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A	Definition

AIS are adaptive systems inspired by theoretical
immunology and observed immune functions,
principles and models, which are applied to
complex problem domains.
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Some	History

• Developed	from	the	field	of	theoretical	
immunology	in	the	mid	1980’s.

• 1990	– Bersini first	used	immune	algorithms	
to	solve	problems

• Forrest	et	al. – Computer	Security	mid	1990’s
• Hunt	et	al,	mid	1990’s	– Machine	Learning
• 2000’s	Timmis et	al.:	data	analysis
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Has	been	applied	in
• Computer	Security	

(Forrest	94,96,98;	Kephart 94;	Lamont	98,01,02;	Dasgupta 99,01;	Bentley	00,01,02)

• Anomaly	Detection
(Dasgupta 96,01,02)

• Fault	Diagnosis
(Ishida	92,93;	Ishiguro	94)

• Data	Mining	&	Retrieval
(Hunt	95,96;	Timmis 99,01,02)

• Pattern	Recognition	
(Forrest	93;	Gibert 94;	De	Castro	02)

• Adaptive	Control
(Bersini 91)

9



Has	been	applied	in
• Job	shop	Scheduling	(Hart	98,01,02)
• Chemical	Pattern	Recognition	(Dasgupta 99)
• Robotics	(Ishiguro	96,97;	Singh	01)
• Optimization	(DeCastro 99,02;	Endo	98)
• Web	Mining	(Nasaroui 02)
• Fault	Tolerance (Tyrrell	01,02;	Timmis 02)	

• Autonomous	Systems	(Varela	92;	Ishiguro	96)	
• Engineering	Design	Optimization	(Hajela 96,98;	Nunes 00)
• And	so	on	…
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A	Taxonomy	of	AIS

16

Artificial Immune Systems

The immune system of vertebrates is comprised of an intricate network of
specialised tissues, organs, cells and chemical molecules. The capabilities of the
natural immune system include the ability to recognise, destroy and remember
an almost unlimited numbers of pathogens (foreign or nonself objects that can
enter the body, such as viruses, bacteria, multicellular parasites and fungi),
and also to protect the organism from misbehaving self cells.

Two main strands of research comprise the field of artificial immune sys-
tems (AIS); namely, the modelling and simulation of the immune system in
order to develop and test theories as to how it works, and the use of immune
system metaphors in order to develop computational algorithms. This chapter
concentrates on the latter.

The most common AIS algorithms can be broadly grouped into four cate-
gories (Fig. 16.1). This chapter concentrates on three of the most widely ap-
plied of these, the negative selection algorithm, which can be used for anomaly
detection/classification, algorithms inspired by the clonal expansion process,
which can be used for optimisation and classification, and danger theory, which
gives rise to the dendritric cell algorithm which can be used for anomaly de-
tection. A short introduction to natural immune systems is provided in the
next section before these families of algorithms are examined.
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Fig. 16.1. Taxonomy of main AIS algorithms
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Four	main	groups	of	algorithms	
(Brabazon chapter,	see	VITAL)
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The	immune	system	is:

• Immune	system:	a	system	that	protects	the	
body	from	foreign	substances	and	pathogenic	
organisms	by	producing	the	immune	response	

• Immunity:	state	or	quality	of	being	resistant	
(immune),	either	by	virtue	of	previous	
exposure	(adaptive	immunity)	or	as	an	
inherited	trait	(innate	immunity)

12



Role	of	the	Immune	System

• Protect	our	bodies	from	pathogen	and	viruses

• Primary	immune	response
– Launch	a	response	to	invading	pathogens

• Secondary	immune	response
– Remember	past	encounters
– Faster	response	the	second	time	around
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Immune	cells

• There	are	two	primarily	types	of	lymphocytes:
– B-lymphocytes (B	cells)
– T-lymphocytes (T	cells)

• Others	types	include	macrophages,	phagocytic	
cells,	cytokines,	etc.
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Where	is	it?

2005-12-13 Y. Tan---Artificial Immune Sys. 7
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Multiple	layers

2005-12-13 Y. Tan---Artificial Immune Sys. 8
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Antigen	

• Substances	capable	of	starting	a	specific	
immune	response	commonly	are	referred	to	
as	antigens

• This	includes	some	pathogens	such	as	viruses,	
bacteria,	fungi	etc.	
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Self/Non-Self	Recognition

• Immune	system	needs	to	be	able	to	
differentiate	between	self and	non-self	cells

• Antigenic	encounters	may	result	in	cell	death,	
therefore
– Some	kind	of	positive	selection	(for	non-self)
– Some	element	of	negative	selection	(for	self)
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How	does	it	work:	A	simplistic	view 4 
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Figure -1. Pictorial representation of the essence of the acquired immune system mechanism 

(taken from de Castro and van Zuben (1999): I-II show the invade entering the body and 

activating T-Cells, which then in IV activate the B-cells, V is the antigen matching, VI the 

antibody production and VII the antigen’s destruction. 
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Immune	Pattern	Recognition

• The	immune	recognition	is	based	on	the	complementarity
between	the	binding	region	of	the	receptor	and	a	portion	
of	the	antigen	called	epitope.	

• Antibodies	present	a	single	type	of	receptor,	antigens	might	
present	several	epitopes.
– This	means	that	each	antibody	can	recognize	a	single	antigen

B-cell

BCR or Antibody
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B-cell Receptors (Ab) 

Antigen 
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Clonal	Selection
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Main	Properties	of	Clonal	Selection
• Elimination	of	self	antigens	(negative	selection)

• Proliferation	and	differentiation	on	contact	of	
mature	lymphocytes	with	antigen

• Restriction	of	one	pattern	to	one	differentiated	
cell	and	retention	of	that	pattern	by	clonal	
descendants	(memory	cells)

• Generation	of	new	random	genetic	changes,	
subsequently	expressed	as	diverse	antibody	
patterns	by	a	form	of	accelerated	somatic	
mutation
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Immune	Network	Theory

• Idiotypic network
• B	cells	co-stimulate	each	other
– Treat	each	other	a	bit	like	antigens

• Creates	an	immunological	memory
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Reinforcement	Learning	and	Immune	Memory

• Repeated	exposure to	an	antigen	throughout	
a	lifetime

• Primary,	secondary	immune	responses

• Remembers	encounters
– No	need	to	start	from	scratch
–Memory	cells

• Continuous	learning
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Reinforcement	Learning	and	Immune	Memory
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Immune	System:	Summary
• Distinguish	self	(body	cells)	from	non-self	entities.
• When	an	entity	is	recognized	as	foreign	(or	
dangerous)	- activate	several	defense	
mechanisms	leading	to	its	neutralization.

• Subsequent	exposure	to	similar	entity	results	in	
rapid	immune	response.

• Overall	behavior	of	the	immune	system	is	an	
emergent	property	of	many	local	interactions.

• So,	it	is	useful?

26



General	Framework	for	AIS

Application	Domain

Representation

Affinity	Measures

Immune	Algorithms
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Representation

• Vectors	
Ab = áAb1, Ab2, ..., AbLñ
Ag = áAg1, Ag2, ..., AgLñ

• Real-valued	shape-space
• Integer	shape-space
• Binary	shape-space
• Symbolic	shape-space
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Define	their	Interaction

• Define	the	term	Affinity

• Typically:	distance	measures	such	as	
Hamming,	Manhattan	etc.	etc.

• Affinity	Threshold

29



Basic	Immune	Models	and	Algorithms

• Negative	Selection	Algorithms
• Clonal	Selection	Algorithm
• Immune	Network	Models
• Danger	Theory

• Important	building	block:	somatic	hypermutation

16

Artificial Immune Systems

The immune system of vertebrates is comprised of an intricate network of
specialised tissues, organs, cells and chemical molecules. The capabilities of the
natural immune system include the ability to recognise, destroy and remember
an almost unlimited numbers of pathogens (foreign or nonself objects that can
enter the body, such as viruses, bacteria, multicellular parasites and fungi),
and also to protect the organism from misbehaving self cells.

Two main strands of research comprise the field of artificial immune sys-
tems (AIS); namely, the modelling and simulation of the immune system in
order to develop and test theories as to how it works, and the use of immune
system metaphors in order to develop computational algorithms. This chapter
concentrates on the latter.

The most common AIS algorithms can be broadly grouped into four cate-
gories (Fig. 16.1). This chapter concentrates on three of the most widely ap-
plied of these, the negative selection algorithm, which can be used for anomaly
detection/classification, algorithms inspired by the clonal expansion process,
which can be used for optimisation and classification, and danger theory, which
gives rise to the dendritric cell algorithm which can be used for anomaly de-
tection. A short introduction to natural immune systems is provided in the
next section before these families of algorithms are examined.
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Negative	Selection	Algorithms
• Idea	taken	from	the	negative	selection	of	T-cells	
in	the	thymus

• Applied	initially	to	computer	security
• Split	into	two	parts:
– Censoring
– Monitoring
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random strings
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Reject
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Yes

        No

Yes

Detector Set
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Protected
Strings (S) Match
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Negative	Selection	Algorithms

16.3 Negative Selection Algorithm 311

extended to a real-valued representation. We concentrate on the real-valued
algorithm in this chapter.

Canonical Real-Valued Algorithm

In implementing the algorithm, training data is usually normalised into the
range [0,1] and a predetermined number of detectors are created at random
positions in the input data space. During the training process (akin to tolero-
genesis) any detector that falls within a threshold distance rs of any member
of the set of self-samples is discarded and replaced with another randomly
generated detector. The replacement detector is also checked against the set
of self-samples. The process of detector generation iterates until the required
number N of valid detectors is generated. The ‘rejection sampling’ method
attempts to ensure that all of the resulting detectors are potentially useful
detectors of nonself. A variant on this training process occurs when a newly
generated detector is discarded where the median distance between it and its
k nearest self vectors is less than the threshold distance. The use of k nearest
neighbours rather than just the nearest self vector makes the algorithm less
susceptible to noise in the training data [214].

The pseudocode for the algorithm is described in Algorithm 16.1, where S
is the set of self-samples, rs is a predefined self-radius (a threshold distance)
and it is assumed that the search space is bounded by an n-dimensional hy-
percube [0, 1]n (Fig. 16.5).

Algorithm 16.1: Negative Selection Algorithm

Initialise the detector set D to be the empty set;

repeat

Create a random vector x, drawn from [0, 1]n;
for every si in S, i = 1, 2, ..., m do

Calculate the Euclidean distance di between si and x;
end

if di > rs for all i then
Add x (a valid nonself detector) to set D;

end

until D contains the required number N of valid detectors;

Once a population of detectors has been created they can be used to
classify new data observations. To do this the new data vector is presented
to the population of detectors and if it does not fall within a hypersphere of
radius rs of any detector, the data vector is deemed to be nonself. Otherwise,
the new data vector is deemed to be self. A crucial point in the negative
selection process is that the immune system does not require specific examples
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Negative	Selection	Algorithm

312 16 Artificial Immune Systems
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Fig. 16.5. Example of location of self/nonself zones

of nonself in creating its detectors. Potentially, the detectors can uncover any
instance of nonself, even those never before encountered.

In using the negative selection algorithm, a choice must be made about
the value of self-radius rs and the number of detectors employed. The choice
of value for rs seeks to balance the detection rate and the false alarm rate of
the system. If a small value of rs is used the detection rate for nonself will be
low and if a high value of rs is set the false alarm rate will be high. Recent
work by Gonzalez and Cannady [215] illustrates a hybrid AIS system which
embeds an evolutionary algorithm for the purposes of automating parameter
selection.

The selection of an appropriate distance or affinity measure is an important
decision when designing an AIA. In real-valued applications of the negative
selection algorithm, Euclidean distance is commonly used but there are many
variants, including normalised Euclidean distance and Manhattan distance.
Hamming distance can be used for applications requiring a binary representa-
tion. Another possibility when working with binary representations is to use
r-contiguous bits, where two strings of length l are said to match if they have
at least r contiguous bits in common. The value of r is set in order to balance
the generalisability and the specificity of the detector. As r → l, the detector
becomes more specific, in that a smaller number of binary strings (and in the
limit, only one type) will ‘match’ with it. A good discussion of different forms
of representation and affinity measures is provided in [202, 300].
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(0,0) Holes in non-self 
space 

(1,0) 

(0,1) 

Fig. 16.7. The detectors do not cover the entire nonself region (here assumed to
be the right-hand side of the square), leaving holes where nonself items could be
incorrectly classed as self, in error

General Issues in Negative Selection

Negative selection algorithms are an example of ‘one class’ learning algo-
rithms, where the classifier/anomaly detection system is constructed using
only examples of one class. The concept of single class learning is not unique
to negative selection and can be used with other classification algorithms, for
example, one-class NNs [387], SVMs [558] and one-class GP [123]. One-class
learning approaches have obvious application in cases where there there are
few (or no) examples of one class available but there is a plentiful supply of
examples of the other class (for example, detection of financial fraud [665]).

An obvious practical drawback (in addition to the efficiency concerns men-
tioned above) of the negative selection algorithm is that it is limited to a single
class of nonself while many real-world classification problems are multiclass.
Another potential drawback in applications of negative selection is that it is
difficult to extract meaningful domain knowledge as to how classifications are
being made or what the ‘meaning’ of specific detectors are.

Natural immune systems are capable of much more powerful classifica-
tion behaviour than self/nonself. As already described, TLRs in the innate
immune system are capable of distinguishing between multiple pathogenic
signatures (Sect. 16.1.2) and triggering an appropriate immune defense. This
provides ideas for the design of more powerful, multilayered, immune inspired
classification algorithms. It should also be noted that natural immune systems
typically look for a confirming (or second) signal before taking action against a
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Clonal	Selection	Algorithms
• Two	populations:

– Antigens	=	environment
– Antibodies	=	current	solutions

• Affinity:	how	well	does	an	antibody	“fit”	with	the	
population	of	antigens

• Select and	clone antibodies	proportional	to	affinity,	and	
mutate inversely	proportional	to	affinity

• Fitter	antibodies	are	selected	to	form	the	next	population
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Clonal	Selection	Algorithms

16.5 Clonal Expansion and Selection Inspired Algorithms 321

hypermutation operator is applied to each clone, in order to simulate an affin-
ity maturation process, resulting in an altered population of clones P hyper.
The degree of mutation applied to each clone is inversely proportional to the
clone’s fitness; thereby the poorer quality clones are subject to higher levels
of mutation and better clones are mutated less. The members of P hyper then
compete with P to determine the composition of the new population of an-
tibodies at time step t + 1. In order to maintain diversity in the population
of antibodies, a small number d of new antibodies are randomly generated,
replacing the poorest d items in the new population P . The algorithm then
iterates until a terminating condition is triggered. Algorithm 16.3 presents an
outline of the CLONALG algorithm [140, 142].

Algorithm 16.3: CLONALG Algorithm

Create an initial random population P of solution vectors (antibodies);

repeat
Select a set F of parents, F ⊆ P , biasing the selection process towards
better solutions;
for each member of F do

Create a population P clone of clones from F , with better members of
F producing more clones (clonal expansion step);
Mutate each of these clones, in inverse proportion to their parent’s
fitness (the hypermutation step), giving population P hyper;

Select S, a subset of the better newly generated solutions P hyper;
Create R, a set of new random solutions;
Replace poorer members of P with better solutions from S and R;

end

until terminating condition;

Although CLONALG derives from an immune system metaphor, it em-
beds population-based search guided by selection and diversity generation.
Hence, it bears some similarity to evolutionary algorithms. The most obvious
difference between the algorithmic families is the method they use for gen-
erating variety when seeking to iteratively improve solutions. In addition to
affinity (fitness) proportionate selection, CLONALG also uses (inverse) affin-
ity proportionate mutation, affinity proportionate cloning, and does not use
crossover.

Just as is the case for most heuristics described in this book, the general
CLONALG framework can be implemented using different representations of
antibody/antigen format, and therefore can be applied for a wide variety of
real-world problems. Examples of the use of binary and integer-valued anti-
body representations in CLONALG are provided in [142].
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Clonal	Selection	Algorithms

• Resemblance	to	evolutionary	algorithms
– Both	use	populations	that	evolve	based	on	fitness

• However,	the	way	in	which	diversity	is	
generated	differs
– Both	use	fitness	proportionate	selection
– CS	also	uses	fitness	proportionate	cloning	and	
inverse	proportionate	mutation

– CS	does	not	use	crossover
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Somatic	Hypermutation
• Mutation	rate	in	proportion	to	affinity

• Highly	controlled	mutation	in	the	natural	immune	
system
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AIRS:	Artificial	Immune	Recognition	System

• One	of	the	few	examples	where	AIS	are	used	
for	classification	via	supervised	learning
– Can	be	competitive	to	traditional	classifiers

• Based	on	the	way	immune	systems	remember	
previously	seen	antigens

• However:	difficult	implementation	and	
multiple	user-defined	parameters
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AIRS	Algorithm
High	level	overview:
1. present	the	training	data	(antigens)	one	at	a	time	to	the	

system
2. generate	a	candidate	memory	cell,	and	implement	a	cloning,	

mutation	and	affinity	maturation	process	to	refine	memory	
cell	candidates

3. determine	whether	the	candidate	memory	cell	is	added	into	
the	final	memory	cell	pool

4. repeat	above	steps	until	all	training	instances	are	presented
5. output	is	a	population	of	memory	cells,	which	can	then	be	

used,	via	a	k	nearest	neighbour approach,	to	produce	out-of-
sample	classifications
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New	Trends

• Danger	Theory	
– Not	self/non-self	but	danger/non-danger
– Immune	response	is	initiated	by	danger	or	alarm	
signals,	such	as	molecules	emitted	by	injured	or	
dying	cells

– This	makes	it	context	dependant
– Used	as	inspiration	for	the	Dendritic	Cell	
Algorithm
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Summary

• Inspired	by	immune	system	metaphors
– Antibodies	and	their	interactions
– Immune	learning	and	memory
– Self/non-self
– Somatic	hypermutation

• Artificial	immune	system	algorithms
– Negative	Selection
– Clonal	Selection

41



IS	as	a	Swarm	System
The	IS	model	has	a	number	of	characteristics	in	common	with	swarm	systems:
• Large	populations	of	independent	agents	of	characterizable classes
• Each	agent	has	at	most	a	very	few	characteristic	simple	behaviors:

– Bind	with	another	appropriate	agent	and	activate	(B	and	T	cells)
– Kill	something	(killer	T	cell)
– Clone	myself	(B	cell)
– Secrete	a	signaling	chemical	or	an	antibody	(T	and	B	cells)
– Live	for	a	long	time	(memory	B	and	T	cells)

• Simple	interactions	with	the	environment:
– Special	things	that	happen	in	lymphoid	organs
– Secreting	signal	chemicals	which	alter	environmental	properties	(cytokines	

and	inflammation)	
• Self-organizing	as	an	emergent	property
• No	centralized	control	over	the	system
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